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Plan of the course

© Integers: 1 lecture
@ Groups: 6 lectures
© Rings and fields: 5 lectures

@ Review: 1 lecture

Today: Groups-1

(a) Definition and first examples

(b) Subgroups

(c) Cosets and Lagrange's theorem

(d) Application: Euler's and Fermat's theorems
(e) Application: RSA

A. Lachowska Algebra Lecture 2 September 23, 2024 2/18



Fermat's theorem

Poll: The following statement is NOT a Fermat's theorem:

: s

V A: There are no nonzero integers a, b, ¢ such that a3 + b3 = ¢3 the s
R Fermal

V' B: a° + b> #£ ¢ for any positive integers a, b, ¢ Hoorem

VC: a" 4+ b" # ¢" for natural n > 3 and any positive integers a, b, ¢

There exist nonzero integers a, b, ¢ such that a" + b" = ¢" for some,
but not all natural n > 3 False

VF: For a € Z, and p a prime that does not divide a, we have

Fr=1(modp) v pus S
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Groups: definition

Definition

A group is a set G with a binary operation - : G x G — G satisfying the

axioms:
© Associativity: (a-b)-c=a-(b-c) forany a,b,c € G.

© Neutral element: 31 € Gsuchthatl-a=a-1=aforanyae G

© Inverse: Foranyae G Ja e Gsuchthata-al=atla=1.

Definition
A group G is called finite if |G| < co. In this case |G| € N is called the
order of the group.

Definition
A group G is called abelianif a- b= b-aforany a,b € G.
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Groups: first examples

© The real numbers (R, +,0) form an abelian group with respect to
shelien addition. The integers (Z,+,0) form an abelian group with respect to
" addition.
@ For any n € N, n > 2, the equivalence classes of integers modulo n:
Loy Z/Z = (0], [1], .. [n — 1]} 0o G
](;h‘.,(‘, form an abelian group with respect to addition. In Z/6Z, we have
[2] + [5] = [1] etc. The order |Z/nZ| = n.
(0] & nached; [27+[«]=[0] => [4] is o mrse of 27 % %oz
© The group of real invertible n x n matrices GL(n,R) is a non-abelian
infinite group with respect to the matrix multiplication.
;;ff’j;% A-B#B-A VA3 AleGL(nR).

d=/1, ¢

A. Lachowska Algebra Lecture 2 September 23, 2024 5/18



Euls Fobhant  forchom

Groups: further examples

Multiplicative group modulo n

Let n€Zso, K={xeN:1<x< ¢, ged(x,n) =1}.
group with respect to multiplication modulo n, and]|K| = ¢(n)

Notation: (Z/nZ,-)*.
Jf/e X £ h fjfd(x,ﬂ)fi] (= Ha,b e axibn=1 <=>
ax =4 (modn) = [a][xJ=[1]
=>[xJic owerd 44
Lot =5 Thn K= 17 23037 147}
[4)[43=[47, [2]:[3]=[17, [97]4]=[1] =>
[27'=[3] [37"=]23, [4]" - (4],
[17 557% W”{%gdﬁvmg m /(

hen K is a
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Groups: further examples
V(/LY jv Vw{c[]/aa :
254 nondrivial raiéaébns

S

2r 4z
3>
r m;p(-eplgx o mid. ZO%C .

1x3 mn%-ww( ro%DﬂS

/% i
1 744\/1"0/ 1/4”‘”’7/

12 rotadoms af bast

Poll: The order of the group of rotational symmetries of the regular
tetrahedron is:

A: 6

B: 8

C:9
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Conclusions

© There are groups with respect to addition, multiplication, or another
binary operation satisfying the axioms.

@ Important example: additive and multiplicative groups of integers
modulo n: (Z/nZ,+) # (Z/nZ,-)*.
In particular, |(Z/nZ,+)| = n and |(Z/nZ,-)*| = ¢(n).

cee Appendiv B
/}VW/X Mot 310, 2023 oy

/w mete amy;é

(7// ﬂﬂv&aQKﬁW/K
(Agpendhixt A ol B are
ﬁa?z 4/}21“7[9/7//1 exarn),
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Subgroups

Definition

A subgroup H C G is a subset in G such that 1 € H and H is closed with
respect to the multiplication and taking inverses.

Example: {0,£3,+6,19,...} C (Z,+,0) is a subgroup of integers with
respect to addition.

An+ 2k = 3ek) € 102326 . §
3147‘[3[»hj>i0 Mverge Véfhl/n/
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Subgroup generated by a single element

Suppose g € G. Consider the subset (g) = {1,g*!, g%2,¢%3,...} C G.
Then g’ - gk = gtk € (g), and for each g’ the inverse g~/ € (g).
Therefore (g) C G is a subgroup by construction. It is called the subgroup

in G generated by the element g. It is the smallest subgroup of G
containing g.

M‘ (Z//fO)iG/ 9=3 = (j>rf0/t3/ié,19u-}:32/

Y/ A<y I /aw?m/; wih fﬂi/cc/ ém/od‘/m,
Wméé/ %z SE 2.

Definition

If there exists n € N1 minimal such that g” = 1 in G, then n is called the
order of element g. In this case (g) = {1,g,g%,...2" 1} and |{(g)| = n.

Im/ase. ./"/:_{
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Cosets

Definition

Let H C G be a subgroup and g € G an element. The left coset gH is the
set of group elements of the form gH = {gh, h € H}.

v

Proposition
@ Two cosets xH and yH are either equal or disjoint: xH = yH or
xH N yH = 0.
@ Any element g € G belongs to a left H-coset
© If H is finite, then |xH| = |H| for any x € G. )

Pm{: () xHNAYH+D => Fh ek Xhi=yhe <> X=yh) =vhy € v H
Tl Vhel = xh :y@ eyH <> xt cyH, s,w&u@ yHexH=xH=yH

) Tebe P ok of 3% gH=fg b gh ) e

(3 Lt £ HoxH, ((oxh ' e xH=xk, oy
Yheh f[s 'hju%u: {/XA,:XLQ = x’”xl«‘:x"xla :>A,:L1
7
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Example of cosets (2 +.0)- ¢ L, DUH <7
C(Mm[ O wi 32 s %
$O+3k}kéz "3 H
Cowt ﬂ/j wt 32 m Z

§443,5 = {44325 ]
ol of 107 $4043kY, .5 = §4,4,7,-2,-5 10 1 =01¢38,,,
Cw%o{z - {0y 25,y )

/\@fé #LCJ/ Z = F(O*%?;&Z/ UT% *3Mf¢ez ng*\%}‘;ﬁez/

=] F = = £ DA




Lagrange's theorem
Theorem
Let G be a finite group and H C G a subgroup. Then |H| divides |G]. J

ﬂL [ac 566 %j 7L0 Z&//zé/cow/ aund )(//, H o
=> G UX /V/ dAg 0\4 V% 07[4// /{COL(:A %h%/{ﬂ/ﬁ @
= |6 = Skl bt b lil=IHI Y,

</

= 6= L IHl =] = JH] diida |G ] 7

c=1

Definition
The number of left H-cosets in G is called the index of H in G. Notation:
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Order of an element divides order of the group

Corollary
O Let G be a finite group, and g € G. Then the order of g divides |G]|.

Q gl =1.

Pmo 0 Zz\[ H = <j> = jgi j (71 3k_’} L-//(/( L s /A/@rodfg
=> {g=H G whop = by Lagrarse 5 fi33) -, by 161

Lo, kt [t t
(2> M lwwz ﬂ /_( = 3,@:3 :Q) :i Ti
[Gl=kt teN @




Applications of Lagrange's theorem

Theorem
(Euler’s theorem)

Let a,n € Z, such that ged(a, n) = 1. Then a?(") =1 (mod n).

Fofe Lt G2 (Y2, 1) the t@(w%w
L][ ﬁw((&/h =4 = [a]CG -7@ @g@ fa 7[41 G

PLn
0 =4 frusd 1) 7
Theorem
(Fermat’s little theorem)
Let a € 7, and p a prime that does not divide a. Then a?~! =1 (mod p)
>

[rood ! \zjao(( /D) 1, LN/) = f>% Eilor's thim = QWP):OLP\(Ej/Mof/;J 7
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Conclusions

@ If G is a finite group, and H C G a subgroup, then |H| divides |G]|.

@ If G is a finite group, and g € G, then the order of the element g
divides |G|.

O Let a,n € Z, such that ged(a, n) = 1. Then a¥(") = 1 (mod n).
Why do we care?

How RSA Encryption Works
[CEEN.| - [CrEm—]
e 7eaff>§——>a——> - > XD
I Plaintext Ciphered Decrypted __. _
Sender data Data Plaintext Recipient
data
Public Key Private Key
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RSA encryption system
Setting

© Choose two large distinct primes p, q.
@ Let m=pq. Then p(m)=(p—1)(g —1).
© Choose 1 < e < m such that ged(e, ¢(m)) = 1.

© Use the Euclidean algorithm to find d € Z such that ed — ko(m) =1
for some k € Z.

©@ Publish the encryption key (m, e).
O Keep secret the decryption key (m, d).

Send a message
@ A publishes the encryption key (m, e).

@ B wants to send message x, 0 < x < m to A. Then B computes
y = x€ (mod m) and Sﬁ?ds y publicly to A.

© A computes y? = x* = x (mod m).

v
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RSA encryption system
Why does it work?

Proposition

Let p, q be two distinct primes and m = pq. Let 1 < e < m be such that

ged(e, ¢(m)) =1, and d € Z such that ed — kp(m) =1 for some k € Z.
Then for any 0 < x < m, x*¢ = x (mod m).

P 0 T x=pt = 14 = 0ictp) =g 00l )
(2) ij ¥ s not divis: bl P> Fermatte Ho x©7 = fﬁwop/f)
Xw( _ Xk‘?(m)w‘/ _ Xk(/wﬁ(y»/)ﬂ _ @“D%JJX = [y (mo&{p>
= (x“{f@; 0 (mod p). 51(%:/;)
TZm Ao Qxyw;n‘/j%% Wwér /é¢ 7 =2 (X »X) %‘w‘;’% §/3 %9/7
= M =x (w»oof\pj)
" Z
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RSA encryption system
Why does it work?

Proposition
Let p, q be two distinct primes and m = pq. Let 1 < e < m be such that
ged(e, ¢(m)) =1, and d € Z such that ed — kp(m) =1 for some k € Z.

Then for any 0 < x < m, x*¢ = x (mod m).
Exanl — p=3, g=11 =m=pg =33, Uo)-g-1)6-0 =20
Lo} €=F =gl (720)24 Compue d- ed -k Vi)~

201-1 = 4-3 [ e) = (333) mwwj/jg
)k (m,d) =(33,3) dhcadry k

Sbyﬂ/;a\c we wind o aend x =20 EMwGAMj‘ éom/eué X (rmaolm )
90 frword33) = 9157 (o 33) = (2%)20% 5 (ol 33) = 2 (-4)° 5 sl)
= =025 fowod 33) =~ (29785 (ol 33) = = 7 (el 33) = 06 (moel 33)

73
<

September 23, 2024 18 / 18




RSA encryption system
Why does it work?

Proposition

Let p, q be two distinct primes and m = pq. Let 1 < e < m be such that
ged(e, ¢(m)) =1, and d € Z such that ed — kp(m) =1 for some k € Z.

Then for any 0 < x < m, x*¢ = x (mod m).
= ey =26

To dieock: 4 (mod 1) = 267 fod 33) = (7)° (rael33)
= 497 (md 3= - /67 (ool 33) =3 (mod B) = 20(ed )

= = X220 (rd 33)
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